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Abstract

This study reviews the legal and criminological concept of the digital transformation of
drug trafficking, its evolution from traditional "street-level" markets to virtual spaces, and
the resulting challenges posed to the law enforcement system. Particular attention is paid
to international standards, UN conventions, the EU's Digital Services Act (DSA), and
regulations on obtaining electronic evidence. The thesis thoroughly examines the
mutation of criminal behavior, which manifests through the synthesis of anonymous
platforms, the Darknet, end-to-end encryption, and the so-called "contactless delivery"
method, completely eliminating physical contact between the dealer and the consumer.
In the subsequent part of the research, within the framework of digital criminology, the
adaptation of classical theories to virtual reality is examined, including Rational Choice,
Routine Activity, and Daniel S. Nagin’s deterrence theory. Based on the latter, the
structure of Article 260 of the Criminal Code of Georgia is analyzed. The study
demonstrates how the "armor" of anonymity and the phenomenon of social neutralization
lead to a crisis in the preventive effect of strict punitive policies, as the severity of
punishment cannot replace the principle of the certainty of its enforcement. The final
section of the study highlights the local specificities of digital drug trafficking in Georgia,
namely the exploitation of the Telegram platform, automated bots, and online gambling
business IDs or rapid payment terminals within the financial architecture. It outlines the
shortcomings of operational practice, where investigative blows primarily fall upon the
lower, easily replaceable links of the criminal chain, while the "invisible organizers"
remain beyond the jurisdiction. The research emphasizes that Georgian legislation and
practice require a paradigm shift—moving away from reactive methods toward proactive
cyber-intelligence, financial investigation, and digital counter-propaganda against the

online drug culture



