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Abstract

Password-based authentication remains the most widely used mechanism for identifying users,
despite being associated with phishing, account compromise, and other cybersecurity risks.
In recent years, Passkey (WebAuthn) technology has emerged as a more secure alternative;
however, its practical adoption in organizations and software systems remains limited. The
aim of this thesis is to study Passkey (WebAuthn) technology, analyze its advantages and
limitations, and investigate the practical aspects of its implementation on the .NET platform.
The thesis examines the operating principles of the WebAuthn and FIDO2 standards, their
integration with the OpenID Connect (OIDC) protocol, and compares them with existing
authentication mechanisms in terms of security, usability, and implementation complexity. As
part of the practical component of the research, a Passkey-based authentication system was
implemented in a .NET environment, serving as a reference example for the adoption of this
technology. Based on the conducted analysis and experiments, the security, performance, and
applicability of the proposed approach in real-world software systems were evaluated. The
obtained results demonstrate that Passkey (WebAuthn)-based authentication provides a more
phishing-resistant alternative to traditional authentication methods and can be effectively
integrated into modern software systems built on the .NET platform. Keywords: Passkey,

WebAuthn, phishing resistance, .NET, distributed systems, OIDC, FIDO2, Redis.



