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Abstract 

 

The use of blockchain technologies in the investigation of crypto crimes is particularly 

significant due to its features of decentralization, transparency, and immutability. While the 

pseudonymous nature of blockchain ensures user privacy, it also facilitates illegal activities 

such as money laundering, terrorism financing, ransomware, and fraud. 

The research highlights the deficiencies in Georgia's legal and investigative frameworks that 

hinder the process of investigating crypto crimes. Although Georgia’s legal framework 

addresses general cybercrimes, it does not account for the specific characteristics of crypto 

crimes. Through comparative legal analysis, it is demonstrated that advanced tools used in the 

United States, such as Chainalysis, and regulations based on FATF recommendations serve as 

valuable resources for Georgia. 

The findings of the study indicate that Georgia needs to implement modern blockchain 

investigative tools, establish specialized units, and improve its regulatory framework. The 

example of the United States illustrates that using blockchain analysis tools and strengthening 

legal frameworks significantly enhance the capabilities of law enforcement agencies in 

combating crypto crimes. 

The study’s recommendations include the development of a legal framework for crypto crimes 

in Georgia, the adoption of blockchain-based tools, and specialized training for law 

enforcement agencies. These steps will enhance the effectiveness of crypto crime 

investigations, strengthen national security, and build greater trust in blockchain technologies. 

The research underscores the importance of developing Georgia’s legal and technological 

frameworks to address the growing threat of crypto crimes and fully leverage the potential of 

blockchain technologies. 

Keywords: blockchain, crypto crimes, Georgia, legal framework, comparative analysis, 

Chainalysis, international standards. 

 


