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Abstract

This paper presents a report of a practice study aimed at promoting the development of
digital citizenship competence in secondary school students through non-formal educational
activities. The process was carried out based on the tasks that were developed at the initial
stage of the research: 1. We had to study the digital competencies of secondary school students;
2. We determined the factors that affect digital citizenship competencies; 3. We identified the
most deficient areas of digital literacy and, in response to them, we planned activities that
would contribute to the development of digital competences among students.

When conducting practice research, at the stage of diagnostic research, we used both
quantitative and qualitative research methods. In the course of the quantitative research, we
relied on the questionnaire developed by the European Council, which we provided to
secondary school students through "Google form"; And, as an instrument of the qualitative
method we used focus groups with teachers and parents.

After the completion of the diagnostic study, a fundamental analysis of the received
information was performed and, according to this, the dimensions to be improved were
identified: media literacy and information literacy, health and well-being, and personal data
protection and security.

After completing the diagnostics stage, we started working on the interventions, which
took place in three stages: Stage I: selection of the research topic; Establishing a "digital
citizenship spreading society" in cooperation with the civic club; Selection of members of the
same society: II stage: raising the awareness of the members of the "Digital Citizenship
Spreading Society" through various activities; Stage III: Development of the concept and one-
year action plan of the "Digital Citizenship Spreading Society", which includes: activities,

meetings, discussions.
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The mentioned interventions were evaluated in four stages: in the first stage, we compiled
a questionnaire to determine the extent to which the awareness of secondary school students
regarding digital citizenship was raised; In the second and third stages, to evaluate the
interviews, we conducted a focus group with "secondary and basic level students" and "Digital
Citizenship Spreading Society"; And the final stage was devoted to an interview with the head
of the civic education club and, at the same time, with the teacher of civic education.

Based on the evaluation of the interventions, we can determine two main trends: 1. The
diagnosis stage showed us that the research was really relevant and the school needed to
concentrate on similar issues and search for ways to correct it; 2. The evaluation of the
implemented interventions can be considered positive, which gives us the basis to continue

the research and plan more activities to correct or improve the existing problems in the school.

Abstract keywords: personal data protection, media literacy, information literacy, digital

citizenship



