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Abstract

Human Rights and its protection is one of the mist significant achievement of the democratic
society. Inviolability of the personal life is of a substantial importance, which implies many
legal aspects. Including, protection of personal data, that becomes especially unprotected in
the social area (media).

Thesis fully examines the Eu’s legal framework. Only in the past century, after the second
world war, appeared a wish to have rule of law, democracy, human rights and social
environment. In order to achieve this aim council of Europe in 1950 adopted European
Convention on Human Rights. In the EU’s legal framework first regulation of the personal
data took place in 1955. Step by step number of directives and conventions were adopted that
established the rights and possibilities of the subject of the personal data. Convention 108,
which is the first legally binding international document that protects the processing of
individuals personal data. GDPR also personal data regulation, whose predecessor was the 1995
personal data directive, sets out strict requirements for the protection of the rights of the
subject. Latter sets out requirements for the member states in order to protect principles set
out in the directive. This principles makes sure that human rights are protectes not only based
on the information processed on the territory of EU but beyond it. For this supervisory organs,
as well as the personal data protection officer institution. Judiciary using the 3 step test analyses
violation of the ach right and assesses whether or not responsibilities and obligations
established by EU’s legal framework is complied with.

In the thesis, the most pressing challenges of social media are also discussed. These relate to
objectives of marketing activities and risks associated with online shopping. For instance, the
security of the world-renowned application Temu is explored Among them, fairly common -
face recognition system, that is connected to individual’s biometric data. Discussing the
example of Tik-Tok once again confirms that social media platforms gather a lot of data, which

if not regulated, are violating individual’s rights.

Doctrinal research method was used for the study of legislation and case law, while analytical
research method clearly outlined the bases for making a rational conclusion. Despite number
of efforts made by the European Union in the sphere of legislation, the rights of data subjects

are still being violated.



Difference is that EU holds the effective protection mechanism through which organizations
are required to comply with the regulations. The right is protected by both, Budapest
Convention against cybercrime as well as by the recent legislative changes, known as the
Digital Markets Act and the Digital Service Act. The process of data proceptions must
persistently evolve and adapt to the development of technology. To this end number of

recommendations are set out at the end of the thesis.

Keywords: Personal data; Data subject; Social media; Internet; Rights; European legislation.
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