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Abstract 

 

The presented master's thesis is dedicated to the complex study of the problems of 

digital evidence in the context of modern proceedings. The relevance of the research is due to 

the fact that the rapid development of information technology has given rise to new types of 

evidence, which play an increasingly important role in the process of criminal, civil and 

administrative justice. Accordingly, it became necessary to form a regulatory legal, 

institutional and technical framework for obtaining, processing and presenting digital 

evidence in court. 

The aim of the study is to identify the main problems related to the use of electronic 

evidence and to develop optimal ways to solve them. To achieve this goal, the paper asks the 

following research questions: (1) How adequate is the existing legal framework for proper 

regulation of digital evidence? (2) What are the major technical and procedural deficiencies in 

the acquisition, processing and analysis of digital evidence? (3) How can the authenticity, 

integrity and reliability of digital evidence be ensured? (4) What approaches should be used to 

evaluate the admissibility of digital evidence and to present it effectively at trial? 

To answer the questions, the research is based on the analysis of both theoretical 

literature and national legislation, international legal acts and judicial practice of different 

countries. In addition, comparative-legal and systematic approaches are used in the paper in 

order to enable a complex study of the problem and to take into account the best international 

experience. 

As a result of the research, the shortcomings and shortcomings of the existing legal 

framework were revealed, which prevent the effective use of digital evidence. 

Recommendations were developed in the direction of improving the legal framework and 

strengthening procedural guarantees. Examples of best practices that ensure the authenticity 

and integrity of digital evidence, as well as facilitate their proper evaluation by courts, have 

also been identified. 



VI 

The paper emphasizes that in order to ensure the validity of digital evidence, it is 

necessary to consider their origin, inviolability, content accuracy and contextual relevance. 

And for this, a complex approach is needed, which combines legal, institutional and technical 

measures. Special attention is paid to raising the qualifications of law enforcement officers, 

introducing standard methodologies and improving cooperation mechanisms at both the 

national and international levels. 

The main conclusion of the study is that the problem of digital evidence is multifaceted 

and requires a comprehensive approach. The recommendations proposed in the paper can 

become the basis for the improvement of digital evidence law at both the normative and 

practical levels. In addition, it is important that the results of research are reflected in 

legislative initiatives, court practice and the activities of law enforcement agencies. 

Keywords: digital evidence, electronic evidence, admissibility of evidence, authenticity, 

integrity, reliability, validity 

 

 

 

 

 

 

 

 

 

 

 


