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Abstsract

In the modern world, dependence on digital technologies is constantly increasing. At the same
time, the intensity, quality and purposes of data collection and processing have increased.
Accordingly, there is a danger that the use of data collected by the state or private actors for
the purpose of mass surveillance will lead to illegitimate interference with the right to privacy,
since, on the one hand, it becomes easier to conduct surveillance, and on the other hand, the

state or private individuals may have their own interests in conducting surveillance.

Among the methods and technologies of data collection and processing, big data collection and
analysis play a leading role. On the one hand, by analyzing big data, it is possible to reveal the
interests and social tendencies of an individual or a group of people, on the other hand, it gives
the processor of said data the opportunity to obtain a large amount of personal information.
Thus, both the private actor and the state, within the framework of improper legal regulation,
find it easier to use the information processed as a result of big data analysis for their own

interests, including mass surveillance.

The paper analyzes the challenges faced by the right to privacy in the context of big data and
mass surveillance, the inconsistencies that exist regarding the regulation of the issue, and the
possible framework to prevent illegitimate interference in the right to privacy by both private

and public actors.



