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Abstract

In a democratic state, the use of covert investigative activities, including the covert surveillance
of electronic communications by law enforcement agencies to achieve legitimate aims must
comply with the principle of proportionality. Protecting the balance between privacy and public
interests is associated with special difficulties due to the secret nature of such methods, which is
further complicated by the development of modern surveillance technologies. Accordingly, for
the accountability of the law enforcement sector and the prevention of the risks of abuse of powers
by them, it is necessary to have an effective oversight mechanism. The facts of the mass revelations
of footage and conversations depicting private life as a result of covert surveillance methods in
Georgia demonstrate that despite several legislative amendments over the years, the mechanism

for the supervision of surveillance is not effective in practice and it needs to be reformed.

The purpose of the present study is a systematic examination of the legal framework of covert
surveillance and its supervision at all stages of surveillance in order to identify its main
shortcomings. The paper discusses the main elements of the legislation in force at different times
and the steps taken to improve it, as well as relevant human rights standards in the field of secret
surveillance at international and European levels. The study also is aimed at proposing an
alternative regulation of the problematic issues in order to eliminate the identified shortcomings

and ensure compliance with the abovementioned standards.

In the course of the research, it was established that the European Court of Human Rights
examines the effectiveness of supervision in a comprehensive manner, by studying all the
elements of the legislation at hand and the results of its implementation in practice. In the light
of the findings, the study concludes that the covert surveillance oversight mechanism operating
in Georgia is not able to ensure compliance with the standards of the European Court of Human

Rights, which is largely due to insufficient guarantees of the independence of the Operational-
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technical agency possessing infrastructure to carry out interception of electronic communications,
creating legitimate doubts that the means of covert surveillance will be used outside the

established oversight mechanism without the public’s knowledge.

In order to overcome the existing challenges, the present study proposes the establishment of the
Operational-technical agency as an independent body, which will be accountable to the
Parliament or the Head of the Government, as well as to elect its Head based on the consensus of
different political forces. Also, the involvement of the Parliament in the subsequent control stage
should be increased. The Parliament of Georgia should not override the President's veto on the
legislation significantly broadening the capacities of the law enforcement bodies in carrying out
covert activities, especially considering that the Constitutional Court has not decided on the

constitutionality of the existing legislation.

Key words: privacy, covert investigative actions, covert surveillance, oversight mechanism.



